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The initial announcement we made on November 30, 2018, about the Starwood guest reservation database security incident stated 
that there may have been information on up to 500 million guests involved. We also reported that for approximately 327 million of 
these guests, the information included some combination of name, mailing address, phone number, email address, passport 
number, Starwood Preferred Guest (“SPG”) account information, date of birth, gender, arrival and departure information, 
reservation date, communication preferences, and encrypted payment card numbers. 

When we made this announcement, our work analyzing the data involved was underway. Since that time, we have been working to 
remove duplicate information and to determine how many records had particular types of data present. 

After further data analysis we have identified approximately 383 million records as the upper boundary for the total number of guest 
records that were involved in the incident. This does not, however, mean that information about 383 million unique guests was 
involved, as in many instances, there appear to be multiple records for the same guest. We concluded with a fair degree of 
certainty that information for fewer than 383 million unique guests was involved, although the company is not able to quantify that 
lower number because of the nature of the data in the database. 

Allowing for the fact that even the most exhaustive investigation cannot necessarily provide complete certainty, Marriott now 
believes the following about the data involved in the incident: 
 

• There were approximately 9.1 million unique encrypted payment card numbers, approximately 385,000 of which 
cards were unexpired as of September 2018; and 

• There were approximately 5.25 million unique unencrypted passport numbers and approximately 18.5 million 
encrypted passport numbers. 

Certain data analytics work continues, but based on preliminary information, we believe that the data involved in the incident could 
also include several thousand unencrypted payment card numbers. 
 


